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Civil Rights and Privacy in the
Law Enforcement Intelligence Process

In the process of providing public safety, an inherent responsibility of all law
enforcement agencies is the protection of citizens’ civil rights—intelligence
activities are no exception. One of the most important and fundamental aspects
of American life is the freedoms afforded to every citizen through civil rights
protections. Despite the perceptions of some, law enforcement officials accept
this responsibility. They understand that the protection of civil liberties is just
as important as protecting the community from crime and terrorism. While
this is a fundamental truth, there is debate on where the line should be drawn
with respect to the degree of intrusion allowed to the government on privacy
and personal liberty in order to protect America’s citizens and the country’s
sovereignty from external threats, such as terrorism.

One question that has been debated is whether some civil liberties should

be reduced to protect America from terrorism. This issue is embodied in the
philosophical question of which is more important—protecting Americans from
a terrorist attack that may kill thousands of people or protecting individual civil
liberties which are the lifeblood of America’s most sacred principles? In truth,
when examined objectively, there is no unequivocal right or wrong answer to this
question because it is philosophical in nature and depends on each individual’s
personal philosophy and life's experiences.

Fortunately, the working law enforcement officer does not have to deal with this
philosophical debate. Rather, the officer must focus on fairly explicit rules that
ensure that constitutional protections for citizens remain intact. These include the
following:

«  Law enforcement cannot collect information on individuals for intelligence
activities unless there is a criminal predicate. The law enforcement officer
must have reliable, fact-based information that reasonably infers that a
particularly described intelligence subject has committed, is committing, or is
about to commit a crime.

«  Allinformation collected about an individual for intelligence purposes must
be done in a manner that is consistent with the law of criminal procedure.

+  Collected information cannot be retained indefinitely. Instead, it may be
retained only if there is reliable information that provides sustained evidence
of a criminal predicate.

«  Thelaw enforcement agency has the responsibility of protecting the privacy
of information they collect about individuals in the course of intelligence
operations. This protection of privacy extends to the dissemination of
information only to officials who have the right to know and a need to know
the information to further a criminal inquiry.

- When there is no evidence of a sustained criminal predicate, all intelligence
records about an individual must be purged (destroyed).



Each issue will be discussed in the coming pages. Because of the importance and
emotions on both sides of the debate, there has been a significant increase in the
scrutiny of law enforcement intelligence activities to ensure that information is
being collected, used, retained, and disseminated in a proper manner. Indeed,
many law enforcement agencies have been criticized for their intelligence
function, not only because of perceived abuses, but even for the potential for
abuse. This last point deserves special attention.

The “potential for abuse” does not mean abuse will occur, rather it means that
the opportunity for abuse exists if there are no control factors in place to prevent
abuse. The three most salient factors are these:

1. Policy.

2. Training.

3. Supervision and accountability.

Policy establishes the agency philosophy, standards, expectations, and decision-
making boundaries of any organizational task and responsibility.

Training provides the knowledge, skills, and abilities to perform any particular
occupational task. It specifies the method of performing, what must be done, how
it should be done, and what should not be done. It demonstrates the application
of policy and typically informs personnel of implications and sanctions if the task
is not performed correctly.

Supervision and accouritability are organizational mechanisms to ensure that
policy is followed and performed in the manner specified by the training.
Subordinates’activities and behaviors are monitored by a supervisor to hold the
individuals accountable for performing their responsibilities only in a manner that
is sanctioned by the agency.

With clearly defined policy, effective training, and responsible supervision, the
potential for abuse is dramatically reduced. Two additional factors that can also
affect the potential for abuse are systemic to the organization. First is the type of
people the agency employs. What are the requirements? What characteristics are
sought in new employees? What factors in the selection process shape the type
of person who is hired? The clay used to mold the law enforcement officer will
significantly influence the effectiveness of policy, training, and supervision.

The second factor is agency leadership. The tone that the leader establishes

for the department, as well as expectations of the leader, will be reflected in

the behaviors of the employees. A leader who establishes clear expectations of
personnel performance and supports those expectations with both rewards and
sanctions, as appropriate, will also significantly lower the probability of abuse
from occurring.

The potential for abuse exists with all types of law enforcement assignments, not
just intelligence. Modern law enforcement seeks to perform all law enforcement
responsibilities in a lawful, professional manner. To conclude that the law
enforcement intelligence unit or an intelligence fusion center is inherently flawed
simply because of the potential for abuse is a fallacious argument.
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Privacy and Civil Rights: A Foundation

To begin, some basic definitions are in order. The term privacy refers to
individuals'interests in preventing the inappropriate collection, use, and release of
personally identifiable information. Privacy interests include privacy of personal
behavior, privacy of personal communications, and privacy of personal data.

The U.S. Constitution does not explicitly use the word privacy, but several of its
provisions protect different aspects of this fundamental right. Although an explicit
federal constitutional right to an individual’s privacy does not exist, privacy

rights have been articulated in different contexts by the U.S. Supreme Court.?
Privacy protections are numerous and include protection from unnecessary or
unauthorized collection of personal information (e.g., eavesdropping), public
disclosure of private facts, and shame or humiliation caused by release of personal
information.”

Recommendations from the National Criminal Intefligence Sharing Plan (NCISP)

Recommendation 6: All parties involved with implementing and promoting the
National Criminal Intelligence Sharing Plan should take steps to ensure that the law
enforcement community protects individuals’ privacy and constitutional rights within
the intelligence process.

Recommendation 9: In order to ensure that the collection or submission, access,
storage, and dissemination of criminal intelligence information conforms to the
privacy and constitutional rights of individuals, groups, and organizations, law
enforcement agencies shall adopt, at a minimum, the standards required by the
Criminal Intelligence Systems Operating Policies federal regulation (28 CFR Part 23),
regardless of whether or not an intelligence system is federally funded.

The term civil rights is used to imply that the state has a role in ensuring that all
citizens have equal protection under the law and equal opportunity to exercise
the privileges of citizenship regardless of race, religion, sex, or other characteristics
unrelated to the worth of the individual. Civil rights, therefore, are obligations
imposed on government to promote equality. More specifically, they are the
rights to personal liberty guaranteed to all United States citizens by the Thirteenth

and Fourteenth Amendments and by acts of Congress. Generally, the term civil ! For a comprehensive review of privacy
rights involves positive (or affirmative) government action, while the term civil issues, particularly related to various
liberties involves restrictions on government.* As such, civil liberties refers to types of electronic information collection,

including the Internet and e-mail, see:
Lilly, Jacob R. “National Security at What
Price?: A Look Into Civil Liberty Concerns

fundamental individual rights derived from the Bill of Rights, such as freedom of
speech, press, or religion; due process of law; and other limitations on the power

of the government to restrain or dictate the actions of individuals. Civil liberties in the Information Age Under the USA
offer protection to individuals from improper government action and arbitrary PATRIOT Act Of 2001 and a Proposed
governmental interference. Constitutional Test For Future Legislation.’

Cornell Journal of Law and Public Policy. 12
Privacy, civil rights, and civil liberties have important implications for the law (Spring) (2003): 447.

enforcement intelligence process, particularly in light of past abuses. Critics
claim that law enforcement has not changed its intelligence practices and that
post-9/11 counterterrorism initiatives have made law enforcement agencies even
more intrusive, Understanding this concern and the consequent scrutiny of law *NCISP, p.5
enforcement intelligence activities by those concerned about civil rights abuses
provides an important perspective.

2Several state constitutions contain explicit
language regarding a right to privacy.

“NCISP, p. 6
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5This was particularly true with the fear
of communism and members of the
Communist Party in the United States,
and their sympathizers during the 1950s
and 1960s.

¢ As an example of how law enforcement
adapts to change, when many of the
Warren Court decisions expanded civil
rights protections for the criminally
accused, there was a loud cry by many
that the Court was “handcuffing the
police” and that this would lead to more
crime. (The Miranda v. Arizona, 348 US.
436 (1966), decision was a particularly
significant decision influencing the
sentiment at that time.) Sentiments ran
so strong that“Impeach Earl Warren”
billboards appeared all across America.
As new policy and training were put in
place in law enforcement agencies, and
particularly as new officers were hired,

most of whom were college educated, the

Warren Court decisions were embraced
as “simply the rules we have to follow.” It
became, in a comparatively short amount
of time, a nonissue.

| 134 |

Law Enforcement Intelligence: A Guide for State, Local, and Tribal Law Enforcement Agencies

Increased Scrutiny of Law Enforcement
Intelligence: The Challenge of Balancing Civil
Liberties and Community Safety

Why is there increased scrutiny and criticism of law enforcement intelligence
activities when there is a demonstrable threat of terrorism that can cause
catastrophic effects, as evidence by the human, social, and economic impact of
9/117 There appear to be several factors.

Perhaps at the top of the list are abuses in the past. Unfortunately, thereis a
documented history of law enforcement (and other government agencies) that
improperly collected, retained, and/or disseminated information and behavior
about individuals whose public statements and actions were controversial, but
not criminal. While in many of those instances law enforcement agencies believed
that the intelligence target was undermining American sovereignty,” the fact
remains that the agencies had no authority to collect or retain the information
because it was a noncriminal expressive activity. It must be emphasized that
law enforcement authority to perform any kind of intelligence activity is based
solely in the statutory authority to enforce the criminal law, hence the obligation
to follow the law of criminal procedure. As such, collecting information about
citizens without an articulable criminal nexus is improper. Law enforcement
agencies remain under scrutiny and are still paying the price for past abuses.

A second reason has its foundation in the civil rights revolution that had its birth
in the 1960s and is exemplified by Supreme Court decisions under Chief Justice
Earl Warren that expanded the application of civil rights and liberties.® The era
experienced, for the first time, citizens overtly exercising and testing their rights
in the form of public demonstrations and civil disobedience on a major scale as
part of the civil rights movement and Vietnam War protests. This atmosphere
prompted lawsuits by a new breed of activist civil rights attorneys against police
departments and corrections agencies. These actions largely brought a long-
standing statute, 42 USC 1983—Civil Action for Deprivation of Civil Rights, out
of dormancy. Collectively, these events placed a new emphasis on the rights of
Americans and added a new lexicon to the American citizenship experience.

A third factor is that many persons do not understand the distinction between law
enforcement intelligence and national security intelligence. As such, they assume
that actions of the intelligence community may also refiect actions of a local law
enforcement agency. For example, the National Security Agency’s capture of
international telephone conversations or the FBI monitoring a suspicious person
entering the United States identified by the CIA as a possible threat are examples
of information collection that a state, local, or tribal law enforcement agency will
neither perform nor typically have access to. Yet, there often is an assumption that
law enforcement agencies are involved in such activities and, as such, must be
monitored in order to protect civil rights.

Fourth, the 24-hour news cycle and evolving news outlets have also contributed
to the increased scrutiny of law enforcement operations, including intelligence.
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Notwithstanding some changes in the print media, the evolution of the electronic
media—both broadcast and Internet—have contributed significantly to the
scrutiny of government activities. The increased electronic outlets have added
spirited competition to news organizations, increasing competition to capture
news stories that will pique the interests of consumers and meet the need for
content on a 24/7/365 basis. As a result of these factors, there is more competition
for controversial stories that will uniquely resonate with consumers. Moreover,
because of the need to fill every hour with content, stories receive greater depth
and are often repeated many times throughout a day. The consequent effectis a
bombardment of news on a given topic that gives an impression of an issue that is
somewhat disproportionate.

A fifth factor contributing to the scrutiny of law enforcement intelligence appears
to be the increased partisanship among both elected officials and the electorate.
This has developed a dichotomous environment on virtually every social, political,
and economic issue where attitudes and behaviors tend to be drawn exclusively
along partisan lines with extreme criticism and little conciliation toward
opponents’ views. Virtually any factor at issue—including law enforcement
intelligence—can be caught in some type of partisan dispute.

Next, the growth of civil rights advocacy groups’ has also clearly influenced public
scrutiny of law enforcement. These groups identify incidents and trends that
heighten their concerns about privacy protections. Through press releases, white
papers, public presentations, and lawsuits, these groups publicize government
behaviors they feel are improper. While not always publicly popular, these groups
nonetheless bring the issue to the table to open a public debate and, oftentimes,
seek to change public policy through litigation or political influence.

Finally, the movement of “open government” invites public scrutiny. Largely
beginning in the 1970s with Watergate, a grassroots movement known as “open
government” began slowly. The essential concern was that public officials were
abusing the authority of their offices and had the obligation to demonstrate that
actions of government officials were lawful and in the best interests of all citizens.

The movement continued to gain widespread support with government officials " ee: Bill of Rights Defense Committee

www.bordc.org; American Civil Liberties
Union, www.aclu.org; Electronic Frontier
Foundation, www.eff.org; or Center

for Democracy and Technology, www.
cdt.org. Each has particular areas of
concern about privacy, civil rights, and
civil liberties as related to all types of
governmental policy and actions, not

slowly responding. Open records acts and open meetings acts were increasingly
being passed, federal and state freedom of information acts (FOIA) were
expanded, and judicial interpretations of FOIA legislation became increasingly
broad. As a result of public demands, elected officials were required to issue
financial disclosure statements and public watchdog groups began issuing
reports on various actions of officials at all levels of government. Essentially, the
movement seeks accountability in government.

just Jaw enforcement. Each organization
provides an important watchdog role,
albeit oftentimes with controversy. Of

Collectively, these factors have contributed to the public expectation of the
right to know what's going on in government activities and have increasingly

sought explanations and accountability through lawsuits. In recent years,
fueled by the growth of the Internet and 24-hour news channels, accountability
has grown to second-guessing many government decisions. For example, the
recent publication of some classified documents by the media is one artifact

course, an important watchdog or
advocacy organization that stimulates
controversy is probably not taking much
action.
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® From www.aclutx.org/files/ACLU%20
0f%20TX%20DISPATCH%2002-2006.pdf,
click Safe and Free, and from that page

click Surveillance.

® www.bordc.org/about

of this movement. As a general rule, mainstream open government advocates
recognize the need to maintain secrecy of “content;” however, they expect

openness as it relates to processes. That is, the public recognizes the need to keep

explicit information confidential, but wants assurances that information is being

collected, retained, used, and shared in a manner that protects their rights. These

ideals affect law enforcement intelligence activities at all levels of government
and necessitate the need to have open processes and privacy policies in place.
The ideal that government is “of the people, by the people, for the people”is
being increasingly demanded, and must be taken seriously by policymakers.

Intelligence is no exception. Indeed, the inherent threat-based confidential nature

of the intelligence process invites even more scrutiny. As evidence of this, the
American Civil Liberties Union (ACLU) has stated:

No American is beneath the law's protection. And no one ... is above the law's

[imits. Our system of checks and balances must be maintained if American
democracy is to be preserved.®

Similarly, the Bill of Rights Defense Committee has stated as its mission...

... to promote, organize, and support a diverse, effective, nonpartisan

national grassroots movement to restore and protect civil rights and liberties
guaranteed to all U.S. residents by the Bill of Rights. Our purpose is to educate

people about the significance of those rights in our lives; to encourage

widespread participation; and to cultivate and share the organizing tools and
strategies needed for people to convert their concern, outrage, and fear into

debate and action to restore Bill of Rights protections.’

It is important to recognize the need for accountability and the ramifications on
a law enforcement agency if accountability is dismissed or ignored. Collectively,

these factors represent a significant sociopolitical change in American life and,
consequently, emerging law enforcement intelligence initiatives.

Consent Decree Defined

A consent decree is a settlement that is contained in a court order. The court orders
injunctive relief against the defendant and agrees to maintain jurisdiction over the
case to ensure that the settlement is followed. (Injunctive relief is a remedy imposed

by a court in which a party is instructed to do or not do something. Failure 1o obey the

order may lead the court to find the party in “contempt of the court”and to impose
other penalties.) Plaintiffs in lawsuits generally prefer consent decrees because they
have the power of the court behind the agreements. Defendants who wish to avoid
publicity also tend to prefer such agreements because they limit the exposure of
damaging details. A court will maintain jurisdiction and oversight to make sure the
terms of the agreement are executed.

From Lexis-Nexis Legal, www.lexisnexis.com
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Lawsuits and Decrees Related to Law Enforcement

Intelligence Activities

Perhaps the most controversial area of information-gathering by law enforcement
agencies deals with cases where individuals are involved in “expressive activity”
that is often controversial, even extreme. People who express extreme views
related to animal and environmental protection, antigovernment sentiments,
anarchy, white supremacy, or any other belief system are often viewed as a threat,
even though their specific actions are not criminal. Indeed, evidence has shown
that there is an area of behavior between “extreme” and “criminal” that is dynamic
and often difficult to define. The distinction between making a firm statement

of belief and making a threat is often a matter of interpretation. In the post-9/11
environment we, as a country, have become hypersensitive about threats, which
appears to be leading toward less tolerance of diverse, even extreme, views.

The challenge for law enforcement is to make that distinction. The intelligence
process seeks to collect information about individuals who pose threats to the
community, but the behavior a law enforcement officer may define as having a
criminal nexus may be behavior a civil libertarian calls a freedom of expression.

The need to understand the subtleties in these distinctions is important to
ensure that law enforcement officers are performing their function lawfully while
simultaneously protecting the community from harm. Unfortunately, as noted
previously, there is a legacy of law enforcement abuses where agencies have
collected information on individuals simply as a result of their political beliefs.
While law enforcement agencies have changed significantly during the past
several decades, this legacy is difficult to overcome.

The Supreme Court's broad interpretation of the First Amendment-based

right of association, as originally defined in NAACP v. Alabama'* and most
recently in Boy Scouts of America v. Dale,"* can protect groups engaged in First
Amendment conduct from unjustified political or religious surveillance that
causes them cognizable harm. As a result, the state’s interest in protecting

the community may, in many instances, be outweighed by the protections
afforded to expressive activity found in these court decisions. While limitations
on surveillance cannot unduly restrict the government's ability to conduct
necessary information-gathering, requiring a reasonable suspicion of criminal
activity before investigating First Amendment activity can help achieve a suitable
balance between public safety interests and associational rights.”® This evidence
of criminal activity, that is, the criminal predicate, establishes the compelling state
interest that justifies law enforcement intelligence inquiries.

Two particularly noteworthy court cases concern expressive activity and the law
enforcement intelligence function. Understanding the lessons learned from these
cases provides insight useful for decision-making related to information collection
and retention.

0 See; Chevigny, Paul G., “National Security
and Civil Liberties: Politics and Law in
the Control of Local Surveillance! Cornell
Law Review 69 (April) (1984): 735.

" NAACP v. Alabama, 357 U.S. 449 (1958).

2 Boy Scouts of America, et al v. Dale, 530
U.S. 640 (2000).

3 Fisher, Linda E., “Guilt by Expressive
Association: Political Profiling,
Surveillance and the Privacy of Groups.”
Arizona Law Review 46 (Winter) (2004)..
621.
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New York:

Handschu v. Special Services Division, 605 F. Supp. 1384(S.D.N.Y. 1985), affirmed, 787
828 (2d Cir. 1986). In the 1960s, the New York Police Department (NYPD) increased
surveillance and other investigations to include:

...more undercover and other surveillance of “groups that because of their
conduct or rhetoric may pose a threat to life, property, or governmental
administration”; of “malcontents”; and of “groups or individuals whose
purpose is the disruption of governmental activities” for the peace and
harmony of the community.™

While many activists maintained that the NYPD was collecting information on
various activists who held nontraditional views but were not committing crimes,
they had difficulty demonstrating evidence of this.

During a 1971 trial of 21 Black Panthers charged with attempting to blow up
several police stations, information made public through the discovery process,
evidence, and testimony revealed that the NYPD kept dossiers on groups defined
as radical and activist, as well as others including gay groups, educational

reform advocates, and some religious and civic groups.'s As a result of this

new information, the Handschu case was filed as a class action lawsuit against
NYPD surveillance activities'® by 16 individuals affiliated with various ideological
associations and organizations.

In the suit, plaintiffs contended that "informers and infiltrators provoked,
solicited, and induced members of lawful political and social groups to
engage in unlawful activities"; that files were maintained with respect
to "persons, places, and activities entirely unrelated to legitimate law
enforcement purposes, such as those attending meetings of lawful
organizations"; and that information from these files was made available to
academic officials, prospective employers, and licensing agencies and others.
In addition, plaintiffs identified seven specific forms of police conduct: 1.
the use of informers; .2. infiltration; 3. interrogation; 4. overt surveillance;
5.summary punishment; 6. intelligence-gathering; and 7. electronic
surveillance. The complaint alleged, inter alia, that these police practices

1 Handschu v. Special Services Division, 605 had had a "chilling effect” on the exercise of freedom of speech, assembly,

F. Supp. 1384 at 1396 (S.D.N.Y. 1985). and association; that they also violated constitutional prohibitions against

unreasonable searches and seizures; and that they abridged rights of privacy

' Lee, Chisun, “The NYPD Wants to Watch . - . . .
ee thisun antsfo Watc and due process. The suit requested declaratory and injunctive relief to curtail

You." The Village Voice. Series of articles o
December 18-24, 2002. these practices.

s Specifically identified for these activities ~ Plice officials conceded that their activities included information-gathering
was the Special Services Division ofthe  for the intelligence process and was “not limited to investigations of crime, but
NYPD Intelligence Bureau. related to any activity likely to result in‘a serious police problem.”*8 Essentially, the
¥ Koehnlein, Bill. The History of the police department asserted that it had a need to collect information about people
Handschu Decree. New York Civil and their activities which, although absent a criminal predicate at the time, held a
Liberties Union, 2003. demonstrably strong potential for criminal activity and the information collection

was necessary for community safety.
'8 Handschu, Ibid. p., 1396.
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The consent decree in Handschu v. Special Services Division, which included what
is referred to as the Handschu Settlement agreed to in 1985, governs NYPD
investigations of groups or individuals engaging in various forms of political
activity. The settlement established the Handschu Authority™ to oversee the
activities of the Public Security Section (PSS) of the Intelligence Division.?®

The NYPD could not engage in any investigation of political activity that the
settlement defined as “the exercise of a right of expression or association for the

purpose of maintaining or changing governmental policies or social conditions."*'

The settlement authorized the PSS to commence an investigation only after the
NYPD established the following:

... specific information [that] a person or group engaged in political activity
is engaged in, about to engage in, or threatened to engage in conduct which
constitutes a crime.??

Information obtained during investigations of individuals, groups, or
organizations could be collected or maintained only in conformity with the

settlement. Information “from publicly available sources” could not be maintained

with the PSS. Officers were allowed to collect only certain, general information
about a planned noncriminal event “in order to preserve the peace, deploy

manpower for control of crowds, and protect the right(s] of individuals to freedom

of speech and assembly!?® The settlement prohibited developing a file on an

individual or group based solely on that individual’s or group’s “political, religious,

sexual, or economic preference!” In sum, these are the five key elements of the

Handschu consent decree:

1. Political groups can be investigated only when suspected criminal activity is
alleged.

2. The NYPD must obtain a written authorization from a three-person panel—
the Handschu Authority—after presenting its suspicions.

3. The NYPD is prohibited from videotaping and photographing public
gatherings where there is no indication that any criminal activity is present.

4, The NYPD must obtain written agreement from any agency with which it
intends to share this information, acknowledging that it will abide by the
terms of the Handschu Agreement.

5. The court ordered the panel to prepare annual reports, open to the public,
demonstrating the NYPD's requests for surveillance and the number of
requests the panel granted.

In light of the threat environment after the 9/11 attacks—an environment which,
of course, was particularly pronounced in New York—the NYPD sought and
obtained modification of the consent decree.® While the NYPD requested fairly
broad latitude for information collection about activities of persons who were
likely political extremists, the court’s modification of the consent decree was
narrower, yet still permitting some expansion of the original restrictions. The
court acknowledged that there was a change in the public safety environment in
New York following the 9/11 attacks and modified the Handschu consent decree
to be consistent with the FBI Guidelines® issued by the U.S. Attorney General.

¥ The Handschu Authority, similar to an
oversight board, consisted of the First
Deputy Commissioner of the Police
Department, the Deputy Commissioner
for Legal Affairs, and a civilian member
appointed by the mayor for a term that
was revocable at will.

2 The Public Security Section (PSS) of the
NYPD Intelligence Division was the new
name of what had been the Special
Services Division of the Intelligence Unit
when the original class action lawsuit
was filed.

! Steigman, Jerrold L., “Reversing Reform:
The Handschu Settlement in Post-
September 11 New York City." Brooklyn
Journal of Law and Policy 11 (2003): 759.

2 [bid.
% |bid., p. 760.
% Steigman, Ibid. p. 746.

3 The Guidelines are available at: www.

justice.gov/ag/readingroom/guidelines.
pdf.
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The FBI Guidelines provide for three graduated levels of investigative
activity: 1. [permit] checking initial leads [when] information is received of
such a nature that some follow-up as to the possibility of criminal activity is
warranted; 2. a preliminary inquiry [is] authorized when there is information
or an allegation which indicates the possibility of criminal activity and whose
responsible handling requires some further scrutiny beyond checking initial
leads; and 3. a full investigation [is] authorized when facts or circumstances
reasonably indicate that a federal crime has been, is being, or will be
committed.?®

The modification authorized by the court was viewed as a “mixed bag” by both
the NYPD and civil libertarians; hence, one may conclude that it was a reasonable
compromise. The Handschu Authority for oversight was retained in the modified
consent decree. Another motion related to the consent decree requested the
court to enjoin enforcement of New York City Police Department Interim Order 47
which established procedures and guidelines for the police department’s use of
photographic and video equipment, arguing that it was incompatible with NYPD
guidelines, violated the plaintiff's First Amendment rights, and violated previous
Handschu judgments.?’

In February 2007, the court rejected the motions on the grounds that the
investigations in question are not politically motivated. The court also stated
that, since Order 47 did not constitute a First Amendment violation, it would not
grant the plaintiffs’ injunctive relief. Later in the year, the court further modified
its February decision on the enforceability of the consent decree, requiring that
plaintiffs show a systemic pattern of violations before the court will enjoin any
police department policy.

The lessons learned from Handschu are that, regardless of the threat environment
facing a community, surveillance of individuals by a law enforcement agency—
including photographs, video, and collecting identities—still requires a criminal
nexus. While some flexibility may be given in the post-9/11 environment, the
constitutional guarantee of free speech and the freedom of expression remain
paramount and must be respected by law enforcement agencies.

Denver:
American Friends Service Committee, et al v. City and County of Denver, 2004 U.S.
Dist. LEXIS 18474. On March 11, 2002, the ACLU of Colorado publicly disclosed
documents demonstrating that the Denver Police Department’s (DPD) Intelligence
Bureau had been monitoring and recording the peaceful protest activities of
Denver-area residents and keeping files on the expressive activities of advocacy
organizations about whom there was no evidence of criminal activity. In a letter
dated March 11, 2002 to the Denver mayor, the ACLU asked the mayor to take

3 Handschu v. Special Services Division, immediate steps to stop the DPD’s practice of keeping files on peaceful protest

71 Civ. 2203 (Feb. 11, 2003) Slip Op. at activities and to take four additional actions:

33-34. 1. Prohibit the police from sharing their criminal intelligence information with

other law enforcement agencies.
# www.nydu.org/node/1084, “Handschu v.

Special Services Division”

2. Order a full public accounting about the criminal intelligence information that
would answer a number of questions.
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3. Notify individuals named in the criminal intelligence information and permit
them to review the information about them in the files.

4. Preserve the criminal intelligence information because it might be evidence in
any forthcoming lawsuits, 28

Ata March 13, 2002 news conference, the Denver mayor made the following
statement:

After a preliminary review of the policy and reviewing a sampling of the files
that have been kept on individuals and organizations, it is our conclusion
that there was an overly-broad interpretation of the policy that resulted in
cases where it may not have been justifiable to include certain individuals or
organizations in our- intelligence-gathering activities.2

The plaintiffs filed a class action civil rights suit®® against the DPD for violating U.S.
and Colorado constitutional protections by not adhering to police department
intelligence records policy and failing to manage its criminal intelligence records
system in line with the guidelines in 28 CFR Part 23. The Plaintiffs' Class Action
Complaint for Declaratory and Injunctive Relief’' initially filed on March 28, 2002,
challenged a practice of the Denver Police Department of monitoring the peaceful
protest activities of Denver-area residents when there was no evidence of criminal
activity; maintaining criminal intelligence records files32 on...

...the expressive activities of law-abiding individuals and advocacy
organizations, many of which the Department has falsely branded with the

label of "criminal extremist;" and providing copies of certain Spy Files to third
parties.®

The complaint further alleged that the DPD had...:

...singled out and selected the Plaintiffs and the plaintiff class for surveillance
and monitoring based upon their advocacy of controversial or unpopular
political positions and opinions.

The plaintiffs also expressed concern that individuals would be less likely to

join a rally or to participate in other expressive activities if they feared being
photographed by the police or that their identities would appear in police criminal
intelligence files. The complaint goes on to state that the criminal intelligence
records on the plaintiffs...

... contain nothing but identifying information and facts that show that the
targets of the surveillance are engaged in peaceful and legitimate educational
activities, political expression, petitioning the government, and political
association. The pages contain no facts that suggest that any of the named
plaintiffs are involved in criminal activity.

The Department has recorded false and derogatory information about the
Plaintiffs. It has mischaracterized the goals and purposes of the Plaintiffs’
expressive activity and smeared their personal, political, and professional
reputations.

The Department has disseminated the information in the Spy Files to third
parties."

* American Friends Service Committee, et al
v. City and County of Denver, Class Action
Complaint for Declaratory and Injunctive
Relief, p. 4.

2 1bid.

342 U.S.C. §1983 - Civil Action for
Deprivation of Civil Rights

'www.aclu-co.org/Spyfiles/
Documents/203SpyfileComplaint.pdf

*The criminal intelligence files in the
complaint and subsequent news releases
by the ACLU were referred to as the“Spy
Files”

* American Friends Service Committee,
Ibid. p. 2.

* |bid.

3 Ibid. p. 6.
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