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INTEREST OF AMICUS CURIAE

The American Civil Liberties Union of WashingtofACLU”) is
a statewide, nonpartisan, nonprofit organizatioowar 80,000 members
and supporters, dedicated to the preservationvdfiiierties; it has long
sought to protect both privacy rights and the mibliight to oversight of

government. The ACLU has participated in numerases involving the

Public Records Act ammicus curiagas counsel to parties, and as a party

itself; it has similarly participated in numerouwsses involving the privacy
guaranteed by Article 1, Section 7 of the Washingitate Constitution.
In addition to litigation, the ACLU has patrticipdte legislative and rule-
making processes involving privacy, public recoats] the intersection
of the two.

ISSUES TO BE ADDRESSED BYAMICUS

1) Whether Article 1, Section 7 protects the privaty o
personal information contained in public records.

2) Whether the combination of employee names and
birthdates is exempt from disclosure pursuant éoRttiblic Records Act
(PRA), Chapter 42.56 RCW.

STATEMENT OF THE CASE

The Freedom Foundation submitted public recordsesis to a

number of state agencies, asking for lists of egg#aames and



birthdates. When the agencies indicated that there \@oing to release the
records, several public employee unions filed mifor injunctions to
prevent disclosure. Although the superior courtiei@the injunctive
motions, the Court of Appeals reversed, holding tha privacy
guarantees of Article 1, Section 7 prevented tkeldsure of employees’
birthdatesSee Washington Pub. Employees Ass’'n v. Washintitsn S
Ctr. for Childhood Deafness & Hearing LodsWn. App. 2d 225, 404
P.3d 111 (2017)WPEA.

This case asks whether Article 1, Section 7 apphiesclosure of
public records, and whether birthdates are priwdtegmation protected
from public disclosure.

ARGUMENT

A. Article 1, Section 7 Applies to Disclosure of Reonal
Information in Public Records

Article 1, Section 7 of the Washington Constitutgurarantees that
“[n]o person shall be disturbed in his private &ffa.. without authority
of law.” It does not mention either search or seizand is not limited to
them. Instead, Article 1, Section 7’s broad inaunsof “private affairs”
provides broad protection against governmentaldioraof privacy in all

contexts, including improper disclosures of persarfarmation.



1. It Is Well-Established that Disclosure of Infornation
Can Violate Privacy

Most of the jurisprudence interpreting Article BcHon 7 has
focused on the disturbance of privacy caused hyegeng information
(search and seizure), but it has long been recednimt dissemination of
information can also disturb one’s privacy. Forrap#, two of the four
prongs of the invasion of privacy tort involve dasure of information,
not its gatheringSeeRestatement (Second) of Torts § 652D (“Publicity
Given to Private Life”); Restatement (Second) oft$&@ 652E (“Publicity
Placing Person in False Light”). Similarly, one @sfpof constitutional
privacy “is the individual interest in avoiding dissure of personal
matters."Whalen v. Roe429 U.S. 589, 599, 97 S. Ct. 869, 51 L. Ed. 2d 64
(1977). This Court has itself determined that disale of personal
information contained in governmental records scdssed in
governmental proceedings implicates the privacytsigiuaranteed by
Article 1, Section 7See Allied Daily Newspapers v. Eikenbe21
Wn.2d 205, 211, 848 P.2d 1258 (1993) (consideriatyte mandating
closure of proceedings and sealing of court recondslving child victims
of sexual assault).

It is not surprising that all of these diverse segrrecognize that

disclosure of information can invade one’s privatyy simply reflect the



reality of human experience. Common sense teltbatsdisclosure of
personal information is often at least as harm$uihe gathering of that
information. While a person may be upset to discdivat his or her
sensitive personal information is in another’s tsgride harm may be
limited if the information remains with only onehetr person. The harm is
increased, however, if the sensitive informatioreads to additional
people, and is vastly magnified if the informatisrpublicized so that it
becomes common knowledge. Indeed, that magnifien l&aso well
known that wrongdoers may use fear of publicatmaxtort money from
people hoping to preserve their privaBgeRCW 9A.56.130,

RCW 9A.04.110(28)(e)-(f) (defining the felony oftertion in the second
degree).

The harm of disclosure is particularly acute whieninformation
was originally freely shared, perhaps with a friemdfor limited purposes.
In such cases, disclosure is tirdy harm to privacy. There are many
examples of this, referred to by a myriad of termdifferent contexts,
including blabbing, breach of confidence, revengmpouting, and
secondary use. However it is styled, the damage toaften
significant—and often is referred to abetrayal It is clear that, in at least
some instances, disclosure of personal informas@profound

disturbance of one’s private affairs. Accordingihen the disclosure is



by a governmental entity, it must be justified loyheority of law in order
to comport with Article 1, Section 7.
2. People Do Not Lose Constitutional Privacy Simply

Because Government Agencies Maintain Information
About Them

The Freedom Foundation ignores Article 1, Sectisrbroad
protection of private affairs, and categoricallgerss that there is no
constitutional privacy interest in disclosure ofgmnal information
contained in public records. Petitioner's SuppletaeBrief at 5. Without
mentioning eitheWhalenor Allied Daily Newspaperdhe Freedom
Foundation seizes on (and misinterprets) this Costatement that “an
individual has no constitutional privacy interastipublic record.”Nissen
v. Pierce Countyl83 Wn.2d 863, 883, 357 P.3d 45 (2015). Thianek
is misplaced.

First, the context clearly shows tidissenwas simply
distinguishing between different types of recordkltby a public official
on his personal cell phone, and considering thetdotional implications
of forcing the official to turn over each type bbse records to a
governmental entity. Many of those records arerelgtpersonal in nature,
but some could relate to the official acting in §avernment capacity, and
qualify as public records. That line Wissenmerely repeated the

uncontroversial proposition that the custodianudfl records—there,



the public official who held the records on hisgmeral phone—does not
have a privacy interest in holding those recorde dfficial did not assert,
and this Court did not consider, privacy rightshacontentsof the public
records—an issue that would take considerably riae a single line to
resolve. In fact, in the very same passage, thigtGdso stated that
“public officials have ‘constitutionally protectgaivacy rights in matters
of personal lifeunrelated to any acts done by them in their public
capacity™ Id. at 883 n. 10 (quoting and emphasizitigon v. Adm’r of
Gen. Servs433 U.S. 425, 457, 97 S. Ct. 2777, 53 L. Ed.@d @977))"
Second, the Freedom Foundation fails to appretiateifference
between the federal and state constitutions. indahat “[o]nce the
government possesses information, and itpslaic record, an individual
can no longer assert a constitutional privacy egein that information.”
Petititioner's Supp. Br. at $ee als®Brief of Resp. Freedom Foundation
at 18. There is some support for this propositindes the federal
constitution, where the United States Supreme Coartsistently has
held that a person has no legitimate expectatigrigécy in information

he voluntarily turns over to third partiesStnith v. Marylangd442 U.S.

! Public employees’ birthdates are, of course, “lateel to any acts done by
them in their public capacity.” The Freedom Fouiatds quotation fromNixon, saying
one cannot assert privacy to information “that e already disclosed to the public,”
Petitioner’'s Supp. Br. at 9, is also inappositethasemployees here have disclosed their
birthdates solely to their employers, not to thbljgu



735, 743-44, 99 S. Ct. 2577, 61 L. Ed. 2d 220 (}93€&ord, e.g., United
States v. Miller425 U.S. 435, 96 S. Ct. 1619, 48 L. Ed. 2d 77@But
see United States v. Jon&§5 U.S. 400, 417, 132 S. Ct. 945, 181 L. Ed.
2d 911 (2012) (Sotomayor, J., concurring) (“Moradamentally, it may
be necessary to reconsider the premise that avidiidi has no
reasonable expectation of privacy in informatiofuntarily disclosed to
third parties.”).

That proposition has been soundly rejected, howenwter Article
1, Section 7, which continues to protect persamarimation even after it
has been shared with another. “It is unrealistisayp that the cloak of
privacy has been shed because [third parties]vaaeesof this
information.” State v. Gunwalll06 Wn.2d 54, 68, 720 P.2d 808 (1986)
(quotation and citation omitted) (finding privaaghts in phone records
and explicitly rejectingsmith v. Marylandinder Article 1, Section 7¥ee
also State v. Milesl60 Wn.2d 236, 156 P.3d 864 (2007) (finding priva
rights in bank records and explicitly rejectiNgller under Article 1,
Section 7). Just as privacy is not defeated bytdichdisclosures of
information to banks and utilities in order to papate in modern society,
it is not defeated by providing information to p@vernment. A limited
disclosure of information to an employer, even gsgoment employer,

for employment purposes is much different than jgakibn of that



information to the world at largeSimply put, Article 1, Section 7
demands that courts look at the nature of perdaf@imation, and the
specificsof any previous disclosures, to determine whethmnstitutes a
“private affair.”

The present case directly addresses the privagyobtirthdates,
but the argument advanced by the Freedom Foundatiwot limited to
birthdates. Public records in today’s world contaivast quantity of
personal information, much of which is incredibgnsitive and private,
and the Freedom Foundation would relegate its ptiotesolely to the
Legislature. This is plainly incorrect; protectiohthe “privacy interests
which citizens of this state have held, and shbel@ntitled to hold,” is
guaranteed by our constitution, and cannot be egetit upon eventual
legislative actionState v. Myrick102 Wn.2d 506, 511, 688 P.2d 151
(1984).

Recognition of constitutional protection is espliginecessary
because legislative action can be slow; reliantsysapon statutory
protection would leave Washingtonians’ privacyisk for extended

periods, especially as the volume and scope ofipudtords requests

2 For that matter, privacy rights continue to exigen when information has
been widely disseminated, including by the medi @mthe Internet, if the subjects of
the information did not voluntarily consent to tipatblication.See Bainbridge Island
Police Guild v. City of Puyallupl72 Wn.2d 398, 259 P.3d 190 (2011).



continually grows. While the Legislature does emast/ exemptions from
public disclosure almost every year, it is oftetyan response to either a
problematic request for certain records, or aftgney employees realize
that they possess sensitive data. And that magrigedfter that type of
public record was first created, potentially pugtWashingtonians’
privacy at risk. For example, health care inform@iis now protected by
RCW 42.56.360(2), but that provision was not ercaatgtil 1991, almost
two decades after the PRA was enacBztl aws of Washington (1991),
ch. 335, § 902. Credit card numbers and similasqraal financial
information are now protected by RCW 42.56.2305}, were
unprotected by the PRA for over 25 years until pgesof Laws of
Washington (2000), ch. 56, 8§ 1. Fortunatelyicusis not aware of
requests for and disclosure of such sensitive makdind financial
information during those years, but it is prepastisrto think that
Washingtonians had no cognizable privacy interegheé public
dissemination of that information by governmentditees until the PRA
was amended to add statutory protection. Yet thakactly the result that
would be dictated by the Freedom Foundation’s categl rejection of

constitutional privacy interests in public records.



3. This Court Need Not Decide the Scope of Constttanal
Privacy in Public Records

While it is thus clear that Article 1, Section Dfacts the privacy
of personal information contained within public oeds, the scope of that
protection has not yet been delineated. Determithiagscope involves
difficult questions, anamicusrespectfully suggests this is not the
appropriate case in which to make those deternanstiThe Court of
Appeals decided this case solely on constitutignalinds, and did not
address any of the statutory arguments raisedéoyirifons See WPEAL
Wn. App. 2d at 229 n. 2. Its approach ignored thetrihe of
constitutional avoidance; this Court should taledpposite approach,
and resolve this case on statutory grouS@®, e.g., Tunstall v. Bergeson
141 Wn.2d 201, 210, 5 P.3d 691 (2000). As discubsémlv, disclosure of
employees’ birthdates in combination with their m@nwvould violate their
right to privacy, so the birthdates are exempt fabstlosure under RCW
42.56.230(3). There is thus no need for this Ctmugo further and
expound on the scope of constitutional privacyguetion in relation to
public disclosure.

There are at least two difficult questions this @ewould need to
answer if it decides on constitutional groundsstit is unclear what

types of information within public records fall Wwih “private affairs,” and

10



whether that is coterminous with the types of infation protected in the
search and seizure context. Second, it is uncleat gualifies as
“authority of law” in the disclosure context.

The Freedom Foundation would have this Court ceéidpoth
guestions and adopt a rational basis test, witlpladed reliance omo
Ino, Inc. v. City of Bellevyd.32 Wn.2d 103, 937 P.2d 154 (199@p Ino
was decided before this Court clarified that theper approach to
“Interpretation of article I, section 7 involvesveo-part analysis,” first
“determining whether the action complained of ciutts a disturbance
of one's private affairs” and then determining “tWiex ‘authority of law’
justifies the intrusion.Miles, 160 Wn.2d at 243-244no Inodid not make
either of those determinations; instead it simmidithat Article 1,
Section 7 provides no greater protection thanelderfal constitution in the
particular context of licensure of nude dancigge Ino Inp132 Wn.2d at
124. Adoption of a rational basis test to genergtlyern disclosure of
personal information held by government entitissyyed by the
Freedom Foundation, would effectively transformiéet 1, Section 7 into
a nonentity; the same rational basis would be reduin any event to
uphold any statute, regardless of whether it hacpy implications.

The Court of Appeals correctly followed the twogstnalysis, but

had little guidance on how to decide either questis discussed below,

11



birthdates have become sensitive information imytslsociety, but
sensitivity is only one aspect of the “private aaanalysis, and it is
unclear how the rest of the analysis works in th&ext of public records.
And there was simply no relevant precedent forhestion of “authority
of law.” In the search and seizure context, a arris the touchstone for
authority of law, and a statute only suffices ihitorporates equivalent
protection to a warrant or subpoena issued by galeuagistrateSee
Miles, 160 Wn.2d at 247-249. Since warrants are inapiplecto
disclosure, some other test is necessary in tlododisre context. One
possibility is a “justification” test, as used hetCourt of AppealsSee
WPEA 1 Wn. App. 2d at 236-37. Another possibility ibaancing test,
weighing the interests both for and against disoleSee Allied Daily
Newspapersl21l Wn.2d at 211.

Amicusrespectfully suggests this Court need not detidse
difficult constitutional questions, and should & find statutory
protection for the employees’ birthdates.

B. Employee Birthdates Are Exempt from Public Disabsure as a
Violation of the Employees’ Right to Privacy

Personal information in employees’ personnel fileexempt

from public disclosure “to the extent that discl@swould violate their

® The Freedom Foundation does not dispute thatitwrds at issue here qualify
as personnel files.

12



right to privacy.” RCW 42.56.230(3). The right tayacy is “violated

only if disclosure of information about the pers@h: Would be highly
offensive to a reasonable person, and (2) is niggifimate concern to the
public.” RCW 42.56.050. In other words, RCW 42.303) “protects
personal information that the employee would notadly share with
strangers.’Dawson v. Daly120 Wn.2d 782, 796, 845 P.2d 995 (1993).
Birthdates are one such example.

Employees’ birthdates are not of legitimate conderthe public
because they have absolutely no relation to thdwdrof any government
business. At best, the public’s interest in an @yg’s birthdate is
gossipy, and at worst is maleficent (e.g., intenefdster identity theft).

Similarly, disclosure of birthdates is highly offeve to a
reasonable person. Employees provided their bittisda their employing
agencies for routine employment purposes, and nadbpexpected that
their birthdates would be used only for those emyplent purposes. Over
the past fifty years, there have been a variefgmwhulations of fair
information practices, and a core tenet of eadheih—corresponding to
ordinary societal expectations—is a restrictiorsenondary use of
information.See, e.glJ).S. Dep’t of Health, Education, and Welfare,
Report of the Secretary’s Advisory Committee oroated Personal

Data Systems: Records, Computers, and the Rigl@iginéns(1973)

13



(“There must be a way for an individual to previribrmation about him
that was obtained for one purpose from being usedaale available for
other purposes without his consent.”).

Release of birthdates to the public is a far déferuse than the
employment purposes for which the birthdates weogiged, and such
disclosure against the employees’ wishes is higffgnsive. Besides
simply believing that their birthdates are nonéhaf public’s business,
employees also reasonably fear that disclosureeaf birthdates will open
them to risk of identity theft, and that “discloswould lead to public
scrutiny of individuals concerning information ulated to any
governmental operation and impermissible invasainwivacy.” Tacoma
Public Library v. WoessneB0 Wn. App. 205, 222, 951 P.2d 357 (1998)
(holding that employee ID numbers are exempt frarlip disclosure).

The Freedom Foundation’s dismissal of the privatgrest in
birthdates as requiring a “linkage” analysis, BoéResp. Freedom
Foundation at 11-14, fails to appreciate the nadfiteformation
sensitivity. Almost no information is sensitive itgelf; the sensitivity
comes from its context, and its combination witheotpieces of
information. For example, information about thesgsince of sexual
relations between two people is the quintesseetiample of sensitive

information, but there is a huge difference in genty between the fact

14



that a married couple has sexual relations, anthtttehat a married
supervisor has sexual relations with a junior erygdo Similarly, financial
account numbers are by themselves meaninglesthdyuenable access to
a list of financial transactions. In turn, manytlodse transactions are
themselves probably not particularly sensitiveoisidered in isolation
but, as this Court has explained, it is the contimneof all this
information that reveals one’s “political, recreaual, and religious”
affiliations, along with details of the person’sdvels, their affiliations,
reading materials, television viewing habits, fio@hcondition, and
more.”Miles, 160 Wn.2d at 246-47. And, of course, disclosdre o
financial account numbers facilitates identity treefd other financial
wrongdoing. That context and combination of infotiora is what makes
financial account numbers indisputably sensitiiethBates now share
many of the same characteristics.

The strongest argument against recognizing a pyiderest in
birthdates comes from the Restatement (Secondpreé 8 652D cmt. b. It
lists a variety of types of information to illustiesfacts that areot private,
and includes birthdates among those. That comnued dot, however,
have the force of law. It is only a guide to inteation, and must be read
with consideration for when it was written—in aredgefore the Internet,

or indeed widespread computerization of any forign@cantly, the

15



entire concept of identity theft barely existed whiee comment was
written. In the decades since, both professionadscadinary consumers
have increasingly learned about the dangers otiigeheft, and about the
need to protect our data.

The notion of privacy is a societal construct, amay change over
time. For example, telephone numbers were oncademesl to be entirely
public, with directories published and deliveredtery door; only a very
few people chose to pay extra to have an “unlistedhber. Now, most
cell phone numbers and many landline numbers aekerate, and
divulged only to friends or those with a need townRather than looking
at a static list of types of information writtencdeles agaamicus
respectfully suggests that this Court considenttere of information and
its role in society as it exists today.

Both the need for contemporaneous interpretatiahtla@ nature of
information sensitivity are illustrated by Sociacsirity Numbers (SSNs).
SSNs contain no sensitive information in and ofhtkelves; they are
simply a string of digits. Indeed, for many yea&Ns were not considered
to be at all sensitive. A multitude of public andvpte entities routinely
requested SSNs, and people freely supplied theéisS8thout thinking
twice, even having their SSNs printed on their peas checks, available

for any payee to use. Entities requesting SSNsidsd not just financial

16



entitites such as banks and tax authorities, Isat @ilities, health care
entities, and even such minor entities as videtatatores. Many of these
entities even adopted SSNs as identifiers for thm accounts. Over
time, this widespread use of SSNs transformed tiaure; SSNs became
the key to assembling a multitude of informationata person’s life,
including financial information and health careamhation. And, slowly,
the societal perception of SSNs also changed;réthe being viewed as
innocuous, they are now widely accepted as fahimgpng the most
sensitive of informationSee, e.g., Bennett v. Smith Bundy Berman Britton,
PS 176 Wn.2d 303, 313, 291 P.3d 886 (2013) (“seresitiformation

such as medical records, social security numbeiseadentities of
victims”); Progressive Animal Welfare Soc. v. University oSkagton
125 Wn.2d 243, 254, 884 P.2d 592 (19FAWS (“disclosure of a public
employee's social security number would be higffigrsive to a
reasonable person and not of legitimate concetinet@ublic”).

Birthdates are following the same arc as SSNssitianing from
innocuous information to sensitive information. €Tase of Social
Security numbers as personal identifiers has failgrof favor in recent
years, particularly as states pass legislatioestrict their use,” but
“people are regularly requested to enter their daterth by retailers and

websites.” Maryalene LaPonsiH) Ways You're Opening Yourself Up for

17



Fraud, U.S. News & World Report, Apr. 5, 2018,
<https://money.usnews.com/money/personal-financel§a
finance/articles/2018-04-05/10-ways-youre-openiongrgelf-up-for-
fraud>. The combination of name and birthdatesh=ansed to determine
other information about an individual. In fact, ssmformation, such as
criminal histories, can be obtainedly with birthdates (or fingerprints)—
not with SSNs. A variety of entities use birthda#ssan authenticating
piece of information. For example, the Departmdriticensing requires a
birthdate in order to change one’s address oneeChange your Driver
license/ID card address
<https://fortress.wa.gov/dol/dolprod/dolChangeAddr&nterDriver.aspx
>. Similarly, other entities use birthdates asranfof identity verification,
allowing a person to gain account access, resstyoads, or even pick up
prescription medicines.

This widespread use of birthdates now makes thesinadde to
identity thieves; they are one of the pieces dfnmfation that “can be
used to open fraudulent accounts, file fake taxrnst or otherwise commit
identity theft.” LaPonsieAccordingly, the federal government warns
people not to “respond to unsolicited requestp@sonal information
(your namebirthdate Social Security number, or bank account number).”

USA.gov,ldentity Theft https://www.usa.gov/identity-theft> (emphasis
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added). In fact, one identity theft expert warret thhe most dangerous
piece of information you can give out is your badte.” Lyenka Little,
What Can Thieves Find Using Your Zip Cod&BC News, Feb. 23,
2011, <http://abcnews.go.com/Business/identitytthgfcode-profiling-
facebook/story?id=12944608> (quoting John SileacDsure of
birthdates thus creates a real risk of identityttfoe public employees—
which cannot be the intent of the Public Records Ac

The privacy-invasive nature of public disclosureenfployee
birthdates is demonstrated by the very requesssaktihere. The Freedom
Foundation wants to obtain employee addressesiagr ¢o contact those
employees. It did not ask the agencies directlytieremployees’
addresses, because those addresses are exempidetosure pursuant to
RCW 42.56.250(4). Instead, it asked for employéeathdates. In the
Freedom Foundation’s own words, it “intends to terequested public
employees' names and birthdates to acquire additcmmtact information
that is publicly available from the Secretary cdt8ts office on the Voter
Registration Database.” Brief of Resp. Freedom HBation at 15. In other
words, the only reason it wants birthdates is aeoto use those
birthdates to circumvent the statutory protectiongmployee addresses.
Requesters should not be allowed to so easily epadacy protections,

and public employees should not be forced to chbesgeen maintaining
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their statutorily-mandated privacy and exercisimgiit rights of franchise.
There is no legitimate public interest in infornoatiused to thwart the
Legislature’s will, and disclosure of such inforimoatis highly offensive.

More than twenty years ago, this Court recognibed disclosure
of public employees’ SSNs “would be highly offersio a reasonable
person and not of legitimate concern to the pubhad held they were
exempt from disclosur@ AWS 125 Wn.2d at 254. Despite the compelling
privacy rationale for protecting SSNs, the Legislatdid not enact a
specific exemption for them until just a few yeago.SeelLaws of
Washington (2015), ch. 224, § 2. This Court shairdilarly recognize
that disclosure of public employees’ birthdatea 18olation of their
privacy, regardless of whether the Legislatureyea®nacted a specific
exemption for birthdates.

CONCLUSION

For the foregoing reasoramicusrespectfully requests the Court
to affirm the Court of Appeals on other grounds. &gk the Court to
reaffirm that Article 1, Section 7 protects privanythe disclosure of
public records, but this Court need not decide twaebirthdates fall
within the scope of that protection. Insteadhicusrespectfully requests
the Court to hold that the combination of emplogames and birthdates

is exempt from disclosure under RCW 42.56.230(3).
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Respectfully submitted this 27th day of April 2018.

By s/ Douglas B. Klunder

Douglas B. Klunder, WSBA #32987
E-mail: klunder@aclu-wa.org
Nancy L. Talner, WSBA #11196
E-mail: talner@aclu-wa.org

ACLU of Washington Foundation
901 Fifth Avenue, Suite 630
Seattle, WA 98164

Telephone: (206) 624-2184

Fax: (206) 624-2190

Attorneys forAmicus Curiae
American Civil Liberties Union of Washington
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